ABSTRACT The software trustworthiness measurement is one of the hot topics. Software component technology is the mainstream technology of software development. How to get the trustworthy degree of software component efficiently and accurately is a challenging issue for the component-based software development. Getting the trustworthy degree of software component needs many users' success cases. In this paper, we propose an updating model of software component trustworthiness. First, the trustworthy degree of the software component is computed based on users' feedback. Then, the weight of updating is determined by the number of users. Finally, the method of cluster different companies is based on the Euler distance. A case study shows that the method is reasonable and effective.
I. INTRODUCTION
Software in some safety-critical areas, such as aerospace control, finance, transportation and communication, need to achieve higher trustworthy degree [1] , [2] . The trustworthiness of software means that the behavior and the running results of the software should be in line with expectations [3] , [4] . The measurement of software trustworthiness can provide quantitative evaluation for the trustworthiness of software. The quantification of software trustworthiness has attracted more researchers' attentions and has become a hot topic [5] . Usually, this quantification, i.e., trustworthy degree of software, is determined by the trustworthy degree of attributes(for example, reliability, correctness and security) and the weights of attributes that reflect the important degree of attributes. Many models for trustworthy degree are given. German Oldenburg University studies the structure of the trustworthy software, the evaluation of the software trustworthiness and verification techniques [6] . Voas [7] divides the trustworthiness of software into many attributes according to the functional requirements. Lang et al. [8] introduce a hierarchy model for software trustworthiness classification based on the analysis of software trustworthiness connotation. Shanlin et al. [9] give a software trustworthiness model based on software utility and evidence theory. Tao and Chen [3] propose a model based on multi-dimensional attributes [4] . Later Ma and Chen [5] simplified it as follows:
where T is the trustworthy degree of the software, y i is the trustworthy degree of the i-th attribute and w i is the weight of the i-th attribute. This model has properties like monotonicity, acceleration and sensitivity etc. See [3] for details.
Component-Based Software Development (CBSD) [10] , [11] is the mainstream technology of developing software. CBSD avoids duplication of effort, reduces the development cost and improves productivity. By reusing software component, CBSD avoids repeated emergence of errors and improves the trustworthiness of software. The software component has several definitions. CMU/SEI defines software component as an opaque implementation of functionality, subject to third-party's composition and conformation with a component model [13] . Szyperski's definition: software component is a unit of composition with contractually specified interfaces and explicit context dependencies [14] .
Reference [15] defines a software component as units which can be deployed independently subject to composition by third parties. References [16] and [17] adopt the Szyperski's definition. In this paper, we also adopt Szyperski's definition.
The trustworthy degree of software component should be measured accurately. Getting the trustworthy degree of software component needs many users' success cases. In this paper, we propose the updating model of software component's trustworthy degree. First, the trustworthy degree of software component is computed based on users' feedback. Then, the weight of updating is determined by the number of users. The method of cluster different companies is based on Euler distance. Finally, a case study is presented, which reflects that the proposed method is effective.
The remainder of this paper is organized as follows. In section 2, we propose the updating model of software component trustworthiness. Section 3 gives a case study. Section 4 is the conclusion section.
II. UPDATING MODEL OF SOFTWARE COMPONENT TRUSTWORTHINESS BASED ON USERS FEEDBACK
The ''users'' of users feedback refer to the software companies that they use software component to develop software. On one hand, because the software companies are not the developer of the software component, they can evaluate fairly the trustworthy degree of software component. On the other hand, the software companies have a very good professional ability to evaluate it. The updating model is
where T n is the updating trustworthy degree of software component, T u is the trustworthy degree of users' feedback, T o is the origin trustworthy degree, w o is the weight of origin trustworthy degree, n is the number of the users and w u (n) is the weight of users' feedback.
A. CONSTRUCTION OF THE WEIGHT FUNCTION w u (n)
The weight w u (n) is related to the number of users. When the software companies use the software component, we use
x to represent the average weight of the x users after n users. λ is the feedback influence ratio of the users, and different software components can have different λ values. The λ is positive correlation with w u (n),
In order to solve the function w u (n), we suppose the w u (n) as a continuous function and solve the limit of λ
Further, we get the formula
The formula (1) can be converted into the formula (2)
We firstly solve the general solution of the corresponding homogeneous equation to the formula (2). We get that
We solve the differential equation (3) by variable separation method.
Using the method of variation of parameters, we replace the C of the equation (4) with the unknown function u(x), and the formula (4) is converted into the equation (5) 
Form the equation (5), we have that
We put the equation (5) and (6) into the equation (2), and obtain the equation (7) u e
Solving the equation (7), we get
We put the equation (8) into the equation (5), and obtain the equation (9) 
We combine the initial conditions of w u (0) = 0, and obtain the function of the wight The relation of the weight function and λ is shown in figure 1 .
The weight function has the following propositions.
Proposition 1 (Monotonicity):
With the increasing of the users' number n, the value of the function is monotone increasing.
Proof: From the equation (10), we have that
So, the function is monotone increasing.
Proposition 2 (Acceleration):
With the increasing of the users' number n, the increasing rate of the function value is becoming small.
Proof: From the equation (10), we get that
So, the increasing rate of the function value is becoming small.
Because we have that
The number of the user feedback is 0, the value of w u (n) is 0.
The number of user feedback is +∞, the value of w u (n) is closed to 1.
B. THE TRUSTWORTHY ATTRIBUTES OF SOFTWARE COMPONENT
Meyer [18] introduces the ''ABCDE'' model of trusted component. The characters of component trustworthiness are called attributes in this paper, shown as table 1.
Acceptance is a non-technical dimension: a provider may claim a component is reusable, but it helps to have evidence of usage.
Behavior addresses a key property of a good component: that it should be equipped with a precise list and individual specification of the functionalities it offers.
Constraints, covers performance considerations. Here we no longer have a scale, just a set of partly independent criteria, such as response time, security , bandwidth requirements, ease of use.
Design considers the internal perspective. What you want as a component consumer is a guarantee of the component's external properties-properties characterizing what it makes available to you-but any information on the principles and techniques that the component authors have used during development can reinforce your trust.
Extension addresses an important feature of software reuse: it's not only about reusing components as they are, but also adapting a component to your specific needs.
This classification provides a first grid of criteria against which to assess components. 
C. THE CLASSIFICATION OF TRUSTWORTHY DEGREES
The classification for trustworthy degrees is the quantitative scale. The length of trustworthiness classification are not fixed. The higher the trustworthy degree is, more difficult to improve it. The paper proposes a method of classification where the length of the i + 1-th grade is m times the length of the i-th grade, where 0 < m < 1.
If the length of the first grade is x, the sequence of the lengths is x, mx, m 2 
From the equation (11), we get that x is 0.45. The lengths of the grades are computed by the following equation. to sub-attributes. In this paper, we propose a measurement method for sub-attributes, which is based on trusted.
The measurement based on trusted evidence is started with the second grade. The sub-attribute will get higher grade when we find more trusted evidences. If the sub-attribute does not meet the second grade, it is the first grade. If the sub-attribute meets some grade, it will be judged to meet the higher grade by the method. The sub-attribute will get a grade when it does not meet some grade or has got the highest grade.
The sub-attribute of ''some reuse attested'' is taken as an example of the measurement method based on trusted evidence, which is shown as table 2.
The propositions are performed the symbolization in the measurement based on trusted evidence. p represents that the reuse of the software component has been verified formally.
q represents that the reuse of the software component has passed related reviews.
r represents that the reuse of the software component has cases.
s represents that the reuse of the software component meets relevant standards.
The grades are represented with the symbolization, and are shown as following The union of the all grades is true.
Proposition 4 (Mutually Exclusive):
The intersection of any two grades is false.
Proof: Because p → q r s, we have that
So, the intersection is false. The other intersections can be prove by the same method. 
III. CASE STUDY
We developed a software component C-PAY of payment function. It can be measured by the method based on trusted.
After the software component is used by the five companies for a period of time, the trustworthy degrees of the subattribute are shown in 
A. CLUSTERING THE TRUSTWORTHY DEGREES OF THE SUB-ATTRIBUTES GIVEN BY DIFFERENT COMPANIES
In order to synthesize different companies opinions and obtain an overall trustworthiness degree of software component, we need to cluster the trustworthy degrees of the sub-attributes. We proposal a cluster approach based on the Euler distance, which is called ED approach. The approach is s * ij = (s
wsm . where ws r is the accepted degree of the r-th company, s * ij is the synthesize trustworthy degree of the i-th attribute's j-th subattribute, s (r) ij is the trustworthy degree of the i-th attribute's j-th sub-attribute given by the r-th company.
We will introduce an approach to computing ws r , which is divided into four steps.
Step 1: Computing the geometric mean of the trustworthy degree of sub-attribute in use s ij = (s
Step 2: Calculating the Euler distance between the trustworthy degrees given by the r-th company s (r) ij and the geometric means ij as follows:
Step 3: Obtaining the sum of
Step 4: Computing ws r = 1 dr sum . According to algorithm 2.1, ws 1 , ws 2 , ws 3 , ws 4 and ws 5 
0.1660 . The common cluster methods are the geometric mean and the arithmetic mean. The geometric mean(GM) method gets
The arithmetic mean(AM) method obtains s
The trustworthy degrees of sub-attributes of tree methods are shown in table 7 . Figure 2 and 3 are the comparisons of the some subattributes's trustworthy degrees given by five companies and the tree methods.
From the figure 2, we get that the trustworthy degree of the 'some reuse attested' sub-attribute in our method is Algorithm 1 Calculation of ws r for(i = 1; i ≤ n; i + +) for(j = 1; j ≤ n; j + +) bigger than the trustworthy degrees given by the GM and AM method. Because the trustworthy degrees of the subattribute given by four companies are big, Our method is more reasonable. From the figure 3, we get that the trustworthy degree of the 'published evaluations' sub-attribute in our method is smaller than the trustworthy degrees given by the GM and AM method. Because the trustworthy degrees of the subattribute given by four companies are small, Our method is more reasonable.
Our method can better unify the opinions of the different companies. The trustworthy degrees of some sub-attributes given by different companies are similar or distributed dispersion, the cluster results of the three methods are also similar.
B. DETERMINING WEIGHTS OF ATTRIBUTES
We calculate the trustworthy degree of software component as the following equation. The weights of the attributes are determined by the approach based on positive reciprocal matrix [19] .
Usually, the area experts are used to show the relations between two attributes by using fuzzy language [20] . For example, attribute a is slightly more important than attribute b, attribute a is more important than attribute b. For convenience of weight comparisons, we use the relative scale to represent them, which is shown in table 8.We determine a ij = 3 if the i-th attribute is slightly more important than the j-th attribute.Conversely, the importance of the j-th attribute is 1 3 of the i-th attribute, i.e., a ji = 1 3 . When attribute a is two times of the importance of attribute b and attribute b is slightly more important than attribute c, we say the weight relation between a, b, c is 6 : 3 : 1. After normalization, we get the weights of a, b, c are respectively 0.6, 0.3, 0.1.
We introduce the notion of positive reciprocal matrix as follows. The following matrix A ( * ) is the aggregation matrix given by four experts. 
Calculating the weights is divided into four steps.
Step 1: Normalizing each column of a matrix A * ,
Step 2: Calculating the sum of each line w ij ,
Step 3: Obtaining the sum of w i ,
Step 4: Computing the weights
Calculating the matrix A ( * ) , the wights w 1 , w 2 , w 3 , w 4 ,w 5 are 0.1262, 0.2279, 0.2662, 0.2246, 0.1551 respectively.
C. UPDATING THE TRUSTWORTHY DEGREE OF THE SOFTWARE COMPONENT
The trustworthy degree of software component is measured by attributes, and the attributes are measured by the subattributes. The weights of sub-attributes of a trustworthy attribute are almost the same important, we give the same weights. The trustworthy degree of the i-th attribute is computed by
where, y i is the trustworthy degree of the i-th attribute, s ij is the trustworthy degree of the i-th attribute's j-th sub-attribute and t is the number of the sub-attribute. 
IV. CONCLUSION
The trustworthy degree of software component should be measured accurately, which needs to some time even after a long period of time to use the software. In this paper, based on the number of ''users'', the trustworthy degree of the software is updated. To construct the weight function by the number of the users, we compute the trustworthy degree of the component by the updating model. Finally, a case study is presented, which shows that the proposed method is reasonable.
